Skype Protection & Security

This document describes a few tips on how to protect you when using Skype as well as
a few nuisances to remove. It is based on Skype version 6.11 for Windows but should
apply to most future versions of Skype.

To make any of the changes below, in Skype, go to the Tools menu and then Options.

Note: These are only suggestions. You don’t have to follow them. Read the document

first before applying.
ra Skype™ - Options = 2 ]
a General General settings: Set up all the basics you need to use Skype
"] When I double-diick on a contact start a call
‘3 Audio settings V| Show me as Away when I've been inactive for minutes A

#) Sounds [7] Start Skype when I start Windows

@« Video settings

Set program language to [Engﬁd'i (English) A

2 Skype WiFi

[¥] Show profile pictures in Contact List

In the image above (A), as a courtesy to others, check the box next to “Show me
away...” and as a suggested time, set it to 10 minutes. When this is set, and you
haven’t touched your computer, after 10 minutes of inactivity, your status will switch to
“‘Away”. By using your computer, it will be switch to “Online”.

ra Skype™ - Opticns El_lﬂq
B ceneral Sounds: Customize sounds for calls, IMs, alerts and notifications
a General settings Select which events play a sound Choose which sound to play
‘3 Audio settings j :Eigmg rﬁnl_zuest for my details 1 Skype ringtone (Modern) M

I sign i e—

) S ot B o Flay this sound
%)) Sounds contact online
my contact goes offline
I send i
@ Video settings Sene amessage
| file has been sent Mute all sounds
/| file sending failed

I send a voice message
= Skype WiF /! person was added to the group call B
Y1 person left the group call - Reset to default

ol

In the image above (B), | like to disable when someone in my contacts sign in our out by
sound. | find it a nuisance.
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8 sope- opions =)

a General Skype WiFi: Use Skype Credit to pay for internet access

€ General settings [7] Enable Skype WiFi C

‘3 Audio settings

In the image above (C), if you don’t have a paid account, uncheck the box “Enable
Skype WIFi”. Saves a bit of memory as well.

-
a Skype™ - Options ==
a General Privacy settings: Frotect yourself from unwanted calls and IMs
8 Frivacy (2) Allow anyone to contact me

@ Only allow people in my Contact list to contact me D

ﬂ Privacy settings

E [ Show advanced options ]

@ Blodked contacts

In the image above (D), change the settings to “Only allow people...”. You obviously
don’t want some stranger contacting you, right?

Then click on the “Show advanced options” (in E).
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&) Skype™ - Options

B General

8 rrivacy

@ Blocked contacts
L Notifications
e Cals

© masms

£3 Advanced

Privacy settings: Protect yourself from unwanted calls and IMs

Allow calls from...
() anyone
@ people in my Contact list only F

Automatically receive video and share screens with...

() anyone
@ people in my Contact list only G
() no one
Allow IMs from... Keep history for
© anyone forever v] [ Clear history ]

@ people in my Contact list only H

[] Allow my online status to be shown on the web Learn more
[¥] Accept Skype browser cookies Learn more Clear Skype cookies
[ Allow Microsoft targeted ads, induding use of Skype profile age and gender. Learn more I

In the image above (F), change the settings to “Only allow people...”. You obviously
don’t want some stranger contacting you, right?

Likewise, (in G) you don’t want non-contacts to share videos or screens. Right?

View that only contacts can send you an instant message (H).

Finally as a nuisance, uncheck the box next to “Allow Microsoft targeted ads...” (I).
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a Skype™ - Opticns

[ESRRE =)

B General
a Privacy

L Motifications

A Alerts & messages

4)) Sounds
. Cals
€ masms

£ Advanced

Motification settings: Choose what Skype alerts you to

1 Notification settings

Display a notification in the Windows tray when someone...

% [[] comes online ¥=——

) [ goes offine s—— J
¥ [[] comes online (on Facebook)
"-__'3 [ goes offiine {on Facebook)
& [Vstarts an IM with me

@ sends me a video message
[¥] sends me a file

requests my contact details
2] leaves me a voice message

e [ has a birthday K

= [V]sends me contacts

Display a notification in the Windows tray when Skype...

sends me a message

Do not show notifications when:

recording a video message or sharing screens

Show an example

Show an example

In the image above (J), | also don't like to be notified by popup box when a contact

comes online or offline.

As well (in K), | really don’t care if they have a birthday. | get notified elsewhere.

Note: As a security suggestion against possible identity theft (even if you are just
showing it to your contact, I'd suggest you remove your birthday from your
account. Some people have many contacts who msy know you but by the
internet only as well.
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a Skype™ - Opticns

B General
ﬂ Privacy

i Notifications

i MNotification settings

£ Alerts & messages

Alerts and messages: Useful information and help about Skype

Show messages about...

@ FIHep and Skype tips

€ [[IPromotions L

Show an example

Show an example

In the image above (L), turn off the nuisance related to promotions. | think few want

them. Optionally, you can disable the help and Skype tips above. You can click on the
example links to see an example.

-
a Skype™ - Options

[ESREEN )

B General
B Privacy
-

L Notifications

L cals

) masms

Advanced settings: Skype updates and external programs

[] Use Skype to call callto: links on the web M
[]Use Skype to call tel: links on the web

Keep Skype in the taskbar while I'm signed in.
[ Shaw Skype watermark during calls N

[|Help improve Skype and other Microsoft products and services by automatically sending us periodic reports
about Skype's performance on this device, induding error reports. The reports may contain your Skype ID
andfor Microsoft account ID, but we will not use it to identify you or contact you. Learn More

In the image above (M), unless you have a paid Skype account, turn off the two “Use
Skype to call...” options.

Finally (in N), you don’t want the watermark show in your video. A nuisance.

Some sections above may repeat elsewhere.
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